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Introduction

* Traceroute program: by Van Jacobson

¢ Features:
* to see the route that IP datagrams follow from one host to another
* being able to use the IP source route
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Traceroute Program Operation

¢ Why NOT just extend Ping program in IP record route option:
* not all router support the record route option

* the room (9 IP addresses in the IP header) allocated for options in the IP
header isn’t large enough today to handle most routes
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Traceroute Program Operation

* Traceroute principles:

° use TTL field:

* arouter gets a IP datagram whose TTL is either 0 or 1 => not forward it and
throws away AND send back to the originating host an ICMP “time exceeded”

° use UDP:
¢ assign an unlikely value (>30000) to the port number AND even if the
datagram REALLY reached the destination, it also caused a ICMP “port
unreachable”
° operations:

+ 1.Set TTL=1, send the IP datagram and then gets a ICMP from the FIRST
router

¢ 2.Set TTL=2, and then gets the address of the second router

¢ 3. And so on for TTL=N, but if the error is “port unreachable” then we know
reached the destination
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CSE
Traceroute Program Operation

# operations:

* 1. Set TTL=1, send the IP datagram and then gets a ICMP from the
FIRST router

° 2.Set TTL=2, and then gets the address of the second router

* 3. And so on for TTL=N, but if the error is “port unreachable” then we
know it reached the destination

Wireless & Multimedia Network Laboratory™




CcSsFE

LAN Output

¢ LAN example:

svrd % traceroute slip
traceroute to slip (140.252.13.65), 30 hops max, 40 byte packets
1 bsdi o) S

2 slip (140.252.13.6%) 1

For each TTL value three
datagrams are sent

(Round-trip time)|
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LAN Output

¢ Tcpdump:

o

arp who=has bsdi tell svrd
000586 (0.0006) i ¥

3 0.D03067 (0.0023) E

4 0.004325 (0.0013) badi > svIdc : time exceeded in-transit

5 0.069810 (0.0655) avrd 42804 > 8 233436 wdp 12 [tel 1)

B 0.071249 (0.0013) badi > serd: icep: time exceeded in-transit

7 0.0E5162 (0.0140) svrd 42804 > 5lip.33437: udp 12 [ttl 1]

& 0.086375 (0.0012) badi > svrd: dcep ma axceaded in-transit

9 ¢.118608 (0.0322) avzd (§2804) > ali : wdp 12

10 6.226464 (0.107%) slip > svrd:dcm lip udp port 33430 unzeachabld
U 0.287296 (0.0608) avrd 42804 > «33439: udp 12

1} 0.395230 (0.1075) slip > svrd: rg: slip udp port 33423 unreachable
13 0.409504 (2.0143) swrd 42804 > slip.33440: uap 12

14 0.517430 (0.107%) slip » svrd: dcmp: alip udp port 23440 unreachabls

Flgure &1 opdunp cutput for tracaroute example bom svrd to slip,
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LAN Output

* 1: the calculation of the RTT should be for the SLIP link:
SLIP link speed=960 bytes/sec
the size a sent UDP datagram =

12 bytes (Data, sequence number+a copy of the outgoing TTL+ the time
at which the datagram was sent) +

20 bytes (IP header) +
8 bytes (UDP header) +
2 bytes (at least, of SLIP framing) = 42 bytes
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LAN Output

¢ (continued)

the size of a sent back ICMP datagram =
20 bytes (IP header) +

8 bytes (ICMP message)

20 + 8 bytes (the IP header of the error datagram and the first 8 bytes of
data of the error part after IP header) +

2 bytes (at least, of SLIP framing) = 58 bytes
* . Expected RTT = (42+58)/960 =~ 104 ms
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LAN Output

* 2: the source port number (42804) seems high:
* Because the source port number = pid | 32768

* 3: the source IP address in the returned ICMP message is the IP
address of the interface:

| I
netwar i i networ
| m@%z

Figure 83 [dentification of inter{aces printed by traceroute.
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WAN Output

sun % traceroute nle.ddn.mil
tracercute to nic.ddn.mil (192,112.36.5), 30 hops max, 40 byte packets

1 netb.tuc.noao.edu (140,252.1.183) 218 ms 227 ma 233 ms

? gateway.tuc.noso.edu (140.252.1.4) 233 ma 229 ma 204 me

3 beteh.teloom.arizona.edu (140.252.104.2) 204 ms 220 ms 234 me
4 Gasby.Telocom.Arizona.EDU (128.196.128.1) 234 ms 228 ms 204 ms
5 WSTgate.Telcom.Arizena.SDU (192.80.43.3) 233 ms 220 ms 234 ms
& JPL1.NSN.MASA.COV (128.161.88.2} 234 ms 3590 ms 262 ms

7  JPL3.NSN.NASA.COV (1%2.100.15.3p 238 ma 223 ms 234 ms

8 GEFCE NSN.NASA.GOV (128.161.3.33) 293 ms 318 ms 324 ma

9 GEFCE.NSN.NASA.GOV (192.100.13.8) 204 ms 318 ma 294 ma

10 SURAZ MSH.NASA.GOV (128.161.166.2} 323 ms 319 ma 2% ms
11 nen-FIX-pe.sura.net (132.80.214.253) 254 ms 318 ms 294 ms
12 GSI.NSN.MASA.GOV (128.161.252.2) 293 ms 318 ms 324 ms

13 NIC.DON MIL (292.112.36.5) 324 ma 321 ms 324 ms
Figure 84 traceroute from host sunto nie.ddn.mil,
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IP Source Routing Option

* Source routing: the sender specifies the route:

* Strict: the sender specifies the exact path that the IP datagram must
follow. If a router encounters a next hop in the source route that isn’t on a
directly connected network, an ICMP “source route failed” error is
returned.

Loose: the sender specifies a list of IP address that the datagram must
traverse, but the datagram can also pass through other routers between
any two addresses in the list

] ]

= Hhbytes 1

loodelleﬂ | w‘ P addr #1 | IP addr 12 | 1P addr 03 l l 1P addr # |
1 1 1 dbytes Abytes iytes Thytes

Figure 8.6 General format of the source route option in the IP header.
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| Bhytes 5
|wde| len Lpﬂ)| IF addr #1 | 1P addr 02 | 1P ackdr 03 l ] P addr #
T 1 1 Abytes 4bytes 4bytes 4bytes

Figure 8.6 General format of the source route option in the IP header,

dest = B2

| TR WRE T b

(4]

Figure 8.7 Example of II' soumce routing,
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Traceroute Examples with Loose Sourc€®#
routing

* -g option: loose source routing

sun & tracercute - 192.31.39.31 nlc.ddn.mil
tracersute to nic.ddn mil {192.112.36.51. 30 hops =ax, 40 byte packets

1 neth.tuc.noas.edu (140.252.1.183) 259 ms 256 m3 235 me

a 234 =

butch.telesm.arizons eds (140,352.104.2) 23 ma 126 ms
3 Gabby.Telcom.Arizena.EDO (128.156.128.1) 2 ms 25T ms 233 ms
294 ma 208 ms 295 ms
294 ms 286 ma 293 ms
293 ms 280 ma 294 ma
294 ms 316 ma I ms
316 ma 295 ms

4 ensald2.UT.westnet.net [(192.31.39.21)
5 t3-2.Denwver-cnasdl.cd.ans.net (140.222.97.3)
& t3-3.Cenvar-cnasdé.ti.ans.met (140.322.96.4)

7 £3-1.5t-Lowis-cnasBl.td.ans.net |1ln62;§éa:.3;'
§ * ti-1,Chicago-cnsadd.td.ans.net (140.222.24.
§ t3-2.Cleveland-ceasdt.td, ans.net (140.222.40.3) 319 ms 18 ms XM ms

10 t3-1.Mew-York-cnsad2.td.asa.net (140.222.32.2) 324 ma 316 ms 3N “35
11 t3-1.Washington-DC-crasSé.td.ans.eet (140.222.56.2) 353 ms MB ma 323 ms
12 t3-0.Washington-DC-cnasSe.td.ans.net {140,222.58,0) ME ms 347 ms NS ms
13 t3-0,enasldS.td.ana.net (140.222.145.1) 353 ms 348 ma 3I5 =

14 nan-FIX-pe.sura.net (192.80.214.253) 353 ma 348 ms 325 =
15 GSI.MEN.MASA.GOV (128.161.252.2) 353 ms 3 ma 354 ms
16 MIC.DOW.MEL (192.112.36.5) 354 ms 347 ms 354 ma

Figure 8 craceroutehonic, ddn. il with s loose source route through the NSFNET.

Wireless & Multimedia Network Laboratory™

Traceroute Example with Strict Sourcecs#
Routing

* -G option: strict source routing

sun § traceroute -G netb -G gateway -G gabby westgate

traceroute to westgate (192.80.43.2), 30 hops max, 40 byte packets
1 netb (140.252.1.183) 272 ms 257 ms 261 ms

(140.252.1.4) 263 ms 259 ms 234 ms

140.252.1.4) 263 ms (5, %) 235 ns 15

we 89 traceroute with agtrict source route that fails,

For source routing
failed

For TTL=1

ICMP “source route failed
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Traceroute Round Trips with Loose ¢3¢
Source Routing

¢ Routing need not be symmetrical:

% Erscercute —g DEUnc.os.coloradse.edu
Tracercute to sun (140,352,13.33), 30 hops maw. 40 byte packets
1 nethb.tus.noas.edu (140.252.1.183) 230 ms 237 me 233 me
gateway.tuc.noac.edu (140.252.1.4) 233 ma 229 ma 234 ma
3 butch.telcom.arizons.edu (140.382,104.2) 234 ma 239 ma 234 ms
4 Gabby. Teleom.Arizens.EDU {128.196.128.1) 233 ma 231 ma 234 ms
5 WEIgate.Teloom.Arizons.EBU (192.80.43.3) 294 ma 258 ma 234 me
£ JPL1.MSH.MASA.GOV (130. ms
7 IPLI.MEN.MASA. GOV (1932 ma
B NCAR.MSN.HASA.GOV (128.
9  cu-gw.ucar.sdu (192.43.

aw-ae
13 ou-gw.Colorado.EDU (128.138.1.1)
14 enss.ucar.edu (15Z.43.744.10) 323 ms 318 ma 294 ma
15 e3-1.Denver-cnasS7.c3.ans.net {140.223.97.7) 294 me 2688 ms 384 ma
16 t3-0D.enssldZ.td.ans.net (140.222.142.1) 293 ms 260 ma 4 ms

17  Gabby.Teloom.Arizona.EDU (193.80,43.1) 294 ms 208 ms 204 ma
18 Buteh.Telsom.Arizena.EDU {128_196.120.08) 283 ms 317 ms 294 ms

1% gateway.tud.nosc.edu {140.252.104.1) 294 ms 289 ma 294 ma
20 natk.tus.noac.sdo (140.3532.1.183) 324 ms 321 ms 294 ms

z1(aundtuc.noac. adu (140.252.13.33) 534 ma 539 ma 564 ma

Fhgure 811 1ple showing routing path.
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Summary

¢ Traceroute:
* features
° principles
* source routings
¢ routing need not be symmetrical
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