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IntroductionIntroduction
Traceroute program: by Van Jacobson

Features:
• to see the route that IP datagrams follow from one host to another
• being able to use the IP source route
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TracerouteTraceroute Program OperationProgram Operation
Why NOT just extend Ping program in IP record route option:
• not all router support the record route option
• the room (9 IP addresses in the IP header) allocated for options in the IP 

header isn’t large enough today to handle most routes
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TracerouteTraceroute Program OperationProgram Operation
Traceroute principles:
• use TTL field:

a router gets a IP datagram whose TTL is either 0 or 1 => not forward it and 
throws away AND send back to the originating host an ICMP “time exceeded”

• use UDP:
assign an unlikely value (>30000) to the port number AND even if the 

datagram REALLY reached the destination, it also caused a ICMP “port 
unreachable”

• operations:
1. Set TTL=1, send the IP datagram and then gets a ICMP from the FIRST 
router
2. Set  TTL=2, and then gets the address of the second router
3. And so on for TTL=N, but if the error is “port unreachable” then we know 
reached the destination
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TracerouteTraceroute Program OperationProgram Operation
operations:
• 1. Set TTL=1, send the IP datagram and then gets a ICMP from the

FIRST router
• 2. Set  TTL=2, and then gets the address of the second router
• 3. And so on for TTL=N, but if the error is “port unreachable” then we 

know it reached the destination
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LAN OutputLAN Output
LAN example:

RTT
(Round-trip time)

For each TTL value three 
datagrams are sent

13
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LAN OutputLAN Output
Tcpdump:

2
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LAN  OutputLAN  Output
1: the calculation of the RTT should be for the SLIP link:
• SLIP link speed=960 bytes/sec 
• the size a sent UDP datagram =
• 12 bytes (Data, sequence number+a copy of the outgoing TTL+ the time 

at which the datagram was sent) +
• 20 bytes (IP header) +
• 8 bytes (UDP header) +
• 2 bytes (at least, of SLIP framing) = 42 bytes
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LAN  OutputLAN  Output
(continued)
• the size of a sent back ICMP datagram = 
• 20 bytes (IP header) +
• 8 bytes (ICMP message)
• 20 + 8 bytes (the IP header of the error datagram and the first 8 bytes of 

data of the error part after IP header) +
• 2 bytes (at least, of SLIP framing) = 58 bytes
• :. Expected RTT = (42+58)/960 =~ 104 ms
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LAN OutputLAN Output
2: the source port number (42804) seems high:
• Because the source port number = pid | 32768

3: the source IP address in the returned ICMP message is the IP 
address of the interface:
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WAN OutputWAN Output
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IP Source Routing OptionIP Source Routing Option
Source routing: the sender specifies the route:
• Strict: the sender specifies the exact path that the IP datagram must 

follow. If a router encounters a next hop in the source route that isn’t on a 
directly connected network, an ICMP “source route failed” error is 
returned.

• Loose: the sender specifies a list of IP address that the datagram must 
traverse, but the datagram can also pass through other routers between 
any two addresses in the list
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TracerouteTraceroute Examples with Loose Source Examples with Loose Source 
routingrouting

-g option: loose source routing
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TracerouteTraceroute Example with Strict Source Example with Strict Source 
RoutingRouting

-G option: strict source routing

ICMP “source route failed
For TTL=1For source routing 

failed
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TracerouteTraceroute Round Trips with Loose Round Trips with Loose 
Source RoutingSource Routing

Routing need not be symmetrical: 
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SummarySummary
Traceroute:
• features
• principles
• source routings

routing need not be symmetrical


