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Introduction
¢ UDP encapsulation:
)‘ ol IP datag >
}4 ______ ~ UDP datagram ————»

JDP data
header header ¥ R

20 bytes 8 bytes

Figure 11.1 UDP encapsulation.

* UDP is a simple, datagram-oriented, transport layer protocol
* UDP provides no reliability

¢ UDP Header
* The port numbers identify the sending process and the receiving process

* UDP length field is the length of the UDP header and the UDP data in
bytes.The minimum value is 8 bytes
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UDP Header

0 3 1 15 16 31

#5 | f
16-bit source port number ‘ 16-bit destination port number

16-bit UDP length

16-bit UDP checksum

7 data (if any) J

Figure 11.2 UDP header.

¢ Compare TCP Checksum and UDP Checksum

* TCP checksum is mandatory
* UDP checksum is optional

¢ Differences between UDP checksum and IP checksum

* UDP datagram can be an odd number of bytes

* Both UDP and TCP include a 12-byte pseudo-header purpose to let UDP
double-check the data has arrived at the correct destination
[Wimlnssp ]
Multime:lia




[ |

CSE
* UDP checksum is an end-to-end checksum.If the receiver detects a
checksum error, UDP datagram is discarded
0 15 16 31
32-bit source IP address W
UDP
32-bit destination IP address pseudo
header
zero 8-bit protocol (17) 16-bit UDP length
o
16-bit source port number 16-bit destination port number
upP
16-bit UDP length 16-bit UDP checksum i
L/ data }
oL
[ pad byte (0) J
Figure 11.3 Fields used for computation of UDP checksum.
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UDP Checksum

* value 0 means the sending host did not calculate the checksum

* The UDP checksums cannot detect an error that swaps to of the 16-bit
values

i 0.0 s sun.1900 > gemini.echo: udp 9 (UDP cksum=6e90)
yd 0.303755 ( 0.3038) gemini.echo > sun.1900: udp 2 (UDP cksum=0)

17.392480 (17.0887) sun.1904 > aix.echo: udp 9 (UDP cksum=6e3b)
17.614371 ( 0.2219) aix.echo > sun.1904: udp 9 (UDP cksum=6e3b)

Ha L

32.092454 (14.4781) sun.1907 > solaris.echo: udp 9 (UDP cksum=6e74)
b 32.314378 ( 0.2219) solaris.echo > sun.1907: udp 9 (UDP cksum=6e74)

L |

Figure 114 tcpdump output to see whether other hosts enable UDP checksum,

¢ Some Statisuus

a # wr

Ry | Number of Approximate total
: checksum errors | number of packets |
Ethernet 446 170,000,000
r 14 170,000,000
UDP 5 140,000,000
TGP 350 30,000,000

Figure 11.5 Counts of corrupted packets detected by various checksums.
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A Simple Example

LU,

bsdl % sock -v -u -i -n4 svrd discard
connected on 140.252.13.35.1108 to 140.252.13.34.9

bsdi % sock -v -u -i -nd4 -w0 svrd discard
connected on 140.252.13.35.1110 to 140.252.13.34.9

U UE VWilLLECLL. l'IELuC LI DLIUVYD LENC L Al LA \)LI.LFUII AUFL LAUARL L %L LR LR LR ATy

i bsdi.1108 > svr + udp 1024
2 bedi.1108 > : : udp 1024
3 ) { 0.0038) bsdi,l1l08 > svrd.di rd: udp 1024
4 76 ( 0.0041) bsdi.l108 > svrd rd: udp 1024
5 4 (41.7098) bsdi.l110 > svrd.discard: udp 0

{ 0.0010) bedi 1110 > svrd.discard: udp 0

7 41, 722094 | 0.001¢) bsdi.1110 > svrd.di rd: udp 0
8 41.723070 ( 0.0010) badi.1110 > svrd.discard: udp 0

Figure 11.6 t cpdump output when UDP datagrams are sent in one direction.

CS E

* There is no communication between the sender and receiver before the

first datagram is sent

* There are no acknowledgments by the receiver when the data is received
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Example:

IP Fragmentation

Figure 11.8 Example of UDP fragmentation.
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bsdi % sock -u -i -nl -wld71 svrd discard 1 0.0 bsdi.1112 > svrd.discard: udp 1471
bsdi % sock -u -i -nl -wld72 svrd discard
bedi & meak i ol cal “wiiTe BVt dlsoaxd 2 21.008303 (21.0083) bsdi.l114 > svr4.discard: udp 1472 ;
bsdi % sock -u -1 -nl -wl474 svrd discard 3 50.449704 (29.4414) bsdi.1116 > svrd.discard: udp 1473 (frag 26304:1480¢0+)
: . 4 50.4 .0003 i : 11@
Figure 11.7 shows the corresponding tcpdump output. 20049 (CUL0002) badd, > myrks. (feag 26304381480]
5 75.328650 (24.8786) bsdi.l1118 > svrd.discard: udp 1474 (frag 26313:1480@0+)
6 75.328982 ( 0.0003) bsdi > svrd: (frag 26313:201480)
Figure 11.7 Watching fragmentation of UDP datagrams.
I—-—..- IP datagram ﬁ'
| P uDP
‘ Boades | hiadar UDP data (1473 bytes)
e 20bytes - 8 bytes - AP
- P . - b bt
P e - % 7 N L%
g - -~ - ki x
- - - -~ Y b
,/ ’/ /f f/ L a\
-~ -~ -~ -~ b Y B Y
| P UDP P
header header [ header |
J J
20 bytes 8 bytes 1472 bytes 20 bytes 1byte
I packet - }47 packet —.—{




ICMP Unreachable Error (Fragmentatioris*
Required)

* The port numbers only occurs in the first fragment

* Any transport layer header appears only in the first fragment

¢ \When occurs the ICMP unreachable error

° a datagram that requires fragmentation, but the DF flag is turned on

0 i 1516

type (3) ‘ code (4)

checksum

31

Unused (must be 0)

MTU of next-hop network

i IP header (including options) + first 8 bytes of original IP datagram data

Figure 11.9 ICMP unreachable error when fragmentation required but don’t fragment bit set.
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ICMP Unreachable Error (Fragmentatiori$*
Required)

¢ Example:

MTU=1500 MTU=1500 MTU=1500 MTU=1500
bsdi _
solaris
MTU=552 MTU=?
" ICMP echo
—————— in
S o SR request g

fragment

T

watch with fragmentation
tecpdump

Figure 11.10 Systems being used to determine MTU of SLIP link from netb to sun.

wr w 1
L0 solaris > bsdi: icmp: echo request (DF)
2 0.000000 (0.0000) bsdi > solaris: icmp: echo reply (DF)
3 0.000000 (0.0000) sun > bsdi: icmp: solaris unreachable -
need to frag, mtu = 0 (DF)
4 0.738400 (0.7384) solaris > bsdi: icmp: echo request (DF)
5 0.748800 (0.0104) bsdi > solaris: icmp: echo reply (DF)
6 0.748800 (0.0000) sun > bsdi: icmp: solaris unreachable -

need to frag, mtu = 0 (DF}

Figure 11.11 tcpdump output for ping of bsdi from solaris with 600-byte IP datagram.
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ICMP Unreachable Error (Fragmentatioris*
Required)

* DF flag is set causes sun to generate the ICMP unreachable error back
to bsdi (where it's discarded)

S
MTU=1500 MTU=1500 : MTU=1500 MTU=1500
' ' SLIP F : _
bsdi = Ia] : sun  — + netb L solaris
: | .
- MTU=552 MTU=?
ICMP echo
ICMP echo - ?ui]uésf S
P echo - G
request
ICMP echo
reply

and DF set
Figure 11.12 Packets exchanged in example.

¢ Determining the path MTU using traceroute

* Whenever we receive an ICMP “can’t fragment” error,we’ll reduce the
size of the packet
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Determining the Path MTU Using “57
Traceroute

¢ The router bsdi does not return the MTU

sun % traceroute.pmtu slip

traceroute to slip (140.252.13.65), 30 hops max
outgoing MTU = 1500

1 bsdi (140.252.13.35) 15 ms 6 ms 6 ms

2 bedd. (140.252.13.35}) , & . m8

fragmentation reguired and DF set, trying new MTU = 1492
fragmentation required and DF set, trying new MTU = 1006
fragmentation required and DF set, trying new MIU = 576
fragmentation required and DF set, trying new MTU = 552
fragmentation required and DF set, trying new MTU = 544
fragmentation required and DF set, trying new MTU = 512
fragmentation required and DF set, trying new MTIU = 508
fragmentation required and DF set, trying new MTU = 296
Ziielin (IQ0.282.15:85) 371 ms 377 ma 377 mE

¢ The ICMP code on bsdi to return the MTU

sun % traceroute.pmtu slip

traceroute to slip (140,252.13.65), 30 hops max
outgoing MTU = 1500

1 bsdi (140.252.13.35) 53 ms 6 ms & ms

% bdi (140.252.13.35). 6 ms

fragmentation required and DF set, next hop MTU = 296
2 slip (140.252.13.65) 377 ms 378 ms 377 ms
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Path MTU Discovery with UDP

¢ Example:

run
tecpdump
here
MTU=1500 MTU=1500 l MTU=1500 MTU=1500
) SLIP | e SLIP |
slip u—T bsdi SN S netb .Isolarls
; MTU=296 MTU=29 ' MTU=552 MTU=1500 oy

650-byte UDP datagram with DF bit set
_‘___________‘ _____ — T ——— — o —— — - - -

ICMP can't fragment error

Figure 11,13 Systems used for path MTU discovery using UDP.

CSE

The following command generates ten 650-byte UDP datagrams, with a

9-second pause between each datagram:
solaris % sock -u -1 -n10 -w650 -p5 slip discard
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Path MTU Discovery with UDP

g
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T 00 solaris.38196 > slip.discard: udp 650 (DF)
0.004218 (0.0042) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 0 (DF)

4.980528 (4.9763) solaris.38196 > slip.discard: udp 650 (DF)
.984503 (0.0040) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 0 (DF)

M o
"9

9.870407 (4.8859) solaris.38196 > slip.discard: udp 650 (frag 47942 :552804)
,960056 (0.0896) solaris > slip: (frag 47942:106£552)

14.940338 (4.9803) solaris.38196 > slip.discard: udp 650 (DF)
14.944466 (0.0041) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 0 (DF)

G~ ohon
L%

9 19.890015 (4.9455) solaris.38196 > slip.discard: udp 650 (frag 47944:55280+)
10 19.950463 (0.0604) solaris > slip: (frag 47944:106@552)

11 24.870401 (4.9199) solaris.38196 > slip.discard: udp 650 (frag 47945:552:04)
12 24.960038 (0.0896) solaris > slip: (frag 47945:106€552)

13 29.880182 (4.9201) solaris.38196 > slip.discard: udp 650 (frag 47946:55200+)
14 29,940498 (0.0603) solaris > slip: (frag 47946:1068552)

15 34.860607 (4.9201) solaris.38196 > slip.discard: udp 650 (frag 47947:552E0+)
16 34.950051 (0.0894) solaris > slip: (frag 47947:106@552)

17 39.870216 (4.9202) solaris.38196 > slip.discard: udp 650 (frag 47948:552@0+)
18 39.930443 (0.0602) solaris > slip: (frag 47948:106@552)

19 44.940485 (5.0100) solaris.38196 > slip.discard: udp 650 (DF)
20 44.944432 (0.0039) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 0 (DF)

Figure 11.14 Path MTU discovery using UDP.
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Path MTU Discovery with UDP

¢ Four fragments generated by the router bsdi

QLIIVED QLILICED JF aliud U LLUIILL J.'l.}.’JL.U.C L11l.1%}.

[

Bo Exy

0.0

s0laris.38196 > slip.discard: udp 650 (frag 47942:27200+)

0.304513 (0.3045) solaris > slip: (frag 47942:272@8272+)
0.334651 (0.0301) solaris > slip: (frag 47942:8@544+)
0.466642 (0.1320) solaris > slip: (frag 47942:1068552)

Figure 11.15 First datagram arriving at host s1ip from solaris.
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¢ Three fragments generated by the router bsdi return the next-hop
MTU in the ICMP “can’t fragment” error
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solaris.37974 > slip.discard: udp 650 (DF)
0042) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu = 296 (DF)

9460) solaris.37974 > slip.discard: udp 650 (DF)
0041) bsdi > solaris: icmp:
slip unreachable - need to frag, mtu

296 (DF)

B255) 50laris.37974 > slip.discard: udp 650 (frag 35278:272@0+)
1502) solaris > slip: (frag 35278:272@272+)
0602) solaris > slip: (frag 35278:1148544)

Figure 11.16 Path MTU discovery using UDP.
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Interaction Between UDP and ARP

¢ Example:

Pedl AL 0 Y ALALLE LUFL WAL L RANL QLR Y s L LELAIL Llsdd LI PV LIEG A R LA LIRS LML E A

Lol arp who-has svrd4 tell bsdi

2 0.001234 (0.0012) arp who-has svrd tell bsdi

3 0.001941 (0.0007) arp who-has svrd tell bsdi

4 0.002775 (0.0008) arp who-has svrd tell bsdi

5 0.003495 (0.0007) arp who-has svrd tell bsdi

6 0.004319 (0.0008) arp who-has svrd4 tell bsdi

7 0.008772 (0.0045) arp reply svrd is-at 0:0:c0:c2:9b:26
8 0.009911 (0.0011) arp reply svrd4 is-at 0:0:c0:c2:9b:26
9. .8.011127 (D,0012) bsdi > svrd: (frag 10863:80027400)
0 =DeB11255 (0.000L) arp reply svrd is-at 0:0:c0:c2:9b:26
11 0.012562 (0.0013) arp reply svrd is-at 0:0:c0:c2:%b:26
12 0.013458 (0.0009) arp reply svrd is-at 0:0:c0:c2:9b:26
13 0.014526 (0.0011) arp reply svrd is-at 0:0:c0:c2:8b:26
14 0.015583 (0.0011) arp reply svrd is-at 0:0:c0:c2:9b:26

Figure 11.17 Packet exchange when an 8192-byte UDP datagram is sent on an Ethernet.

* Six ARP requests are generated before the first ARP reply is returned
* Only the last fragment is sent, first five fragments have been discarded
* Unexplained anomaly in output seven ARP replies, not six

Muttimedia
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Interaction Between UDP and ARP

¢ Why we don’t see the ICMP message
* Most Berkeley derived implementations never generate this error
* The first fragment which containing the UDP header was never received

¢ Maximum UDP Datagram Size

* Just over 8192 bytes for the maximum size of a UDP datagram that can
be read or written

* Limit the size of an IP datagram to less than 65535 bytes

¢ How to deal with received datagram exceeds the size
* The traditional Berkeley => discarding any excess data
* The sockets APl under SVR4 => does not truncate the datagram
°* The TLI APl => Instead a flag is returned

[lﬁﬂmlusm ]
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ICMP Source Quench Error

* This is an error that may be generated by a system (router or host) when
it receives datagrams at a rate is too fast to be processed

: i oA el £ il S aGa T ananat |
type (4) code (0) checksum T
8 bytes
Unused (must be 0) |
i IP header (including options) + first 8 bytes of original IP datagram data o

Figure 11.18 ICMP source quench error.

. . . . B

1 0.0 bsdi.1403 > solaris.discard: udp 1024
26 lines that we don't show

27 0.10 (0.00) bsdi.1403 > solaris.discard: udp 1024
28 Gl 1001 sun > bsdi: icmp: source gquench

29 0.11 (0.00) bsdi.1403 > solaris.discard: udp 1024
30 0.11 (0.00) sun > bsdi: icmp: source quench
142 lines that we don't show

B T e SR bsdi.1403 > solaris.discard: udp 1024
174 0.71 (0.00) sun > bsdi: icmp: source quench

Figure 11,19 ICMP source quench from the router sun.
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UDP Server Design

¢ Client IP Address and Port Number

* When an application receives a UDP datagram, it must be told by the

operating system who sent the message--the source IP address and port
number

¢ Destination IP Address
* Who the datagram was sent to, that is, the destination IP address
¢ UDP Input Queue

* A single server process handles all the client requests on a single UDP
port

ALULIL LL DULLLIVD, VVALLLILL LLIT LU DCLUAL I t}Ll AU FYLLLLGL LALL OO VUL VY L .TlLLl_J.

1 0.0 sun.1252 > 140.252.13.63.6666: udp 11
2 2.499184 (2.4992) avrd.1042 > bsdi.6666: udp 14

3 4.959166 (2.4600) sun,1252 > 140.252.13.63.6666: udp 10
4 7.607149 (2.6480) svr4.1042 > bsdi.6666: udp 16

5 10.079059 (2.47189) sun.1252 > 140.252.13.63.6666: udp 12
7 12.415843 (2.3369) svrd.1042 > bsdi.6666: udp 9

Figure 11.20 tcpdump for UDP datagrams sent by two clients.
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UDP Server Design

* The application is not told when its input queue overflows
* Nothing is sent back to the client to tell it that its datagram was discarded
* UDP input queue is FIFO,ARP input queue was LIFO

¢ Restricting Local IP Address

Hrutah Ligiy Lisd OLIV VYO WD DLTLLALIU,

1 0.0 bsdi.1723 > sun.7777: udp 13
2 0.000822 (0.0008) sun > bsdi: icmp: sun udp port 7777 unreachable

Y 3 Restri Cti n g F \.’Figure 1121 Rejection of UDP datagram caused by server's local address binding,

¢ Multiple Recipients per Port

Local Address | Foreign Address ‘ % Description
locallP. Iport =

restricted to one client
restricted to datagrams arriving on one local interface: locallP
receives all datagrams sent to Iport

' foreignlT ’._fl}wrf

localIP. Iport *

L *. Iport ; *x

Figure 11.22 Specification of local and foreign IP addresses and port number for UDP server,
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Summary

UDP is a simple protocol

The services it provides to a user process are port numbers and an
optional checksum

Path MTU discovery using Traceroute and UDP

The ICMP source quench error can be sent by a system that is receiving
IP datagrams faster than they can processed
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